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Build an end-to-end differential testing framework for
WebAssembly runtimes that:

• Executes the same Wasm program across multiple
runtimes
  (Wasmtime, Wasmer, V8 subset)

• Captures execution results:
  → stdout
  → stderr
  → exit codes
  → execution time

Project Objective

• Normalizes runtime-specific outputs into comparable
categories:
 → ok
 → trap
 → validation_error
 → runtime_error

• Detects behavioral mismatches across runtimes
• Generates structured analysis artifacts:
 → summary.json
 → mismatches.json
 → metrics.md

Goal: Move from raw execution noise → structured, comparable,
and analyzable behavior across runtimes







Test Pipeline Overview





Compiler-Generated
Corpus (C → WASM)
Why Compiler-Generated Inputs?

Real-world programs are often compiled from
C/C++
Helps simulate realistic execution paths
Produces structured and valid WebAssembly
modules

Process Pipeline:
Write simple C programs
Compile using clang → wasm
Generate .wasm binaries
Feed into differential testing pipeline

Examples we used:
signed / unsigned division
bitwise operations
memory load/store
recursion

Command Used:

clang --target=wasm32 -o mutual_recursion.wasm mutual_recursion.c 

To generate realistic inputs, we compiled C programs into WebAssembly using
clang. This allowed us to test how real compiled binaries behave across different
runtimes.



Why We Avoided Binary
Mutation

Binary-Level Mutation Challenges

Direct .wasm mutation often breaks structure
Generates invalid or malformed modules
Leads to validation errors instead of execution
differences

Observed in Our Experiments
Majority of mutated binaries → validation_error
Very low execution coverage
No meaningful runtime divergence

Conclusion
Binary mutation is noisy, low-signal

Our Design Decision

Shift mutation to WAT-level (text
format)

Preserves structure
Produces valid modules
Enables meaningful testing







Executes WebAssembly modules across multiple runtimes:
Wasmtime (CLI)
Wasmer (CLI)
Chrome V8 (Playwright/Chromium)

Uses subprocess-based orchestration:
Isolated execution per runtime
Prevents crashes from affecting pipeline

Captures detailed execution signals:
stdout → program output
stderr → runtime errors
exit_code → execution status
duration_ms → performance metric

Produces structured run records (JSONL):
One record per runtime per test
Enables deterministic analysis

Execution Harness



Real Challenges Faced

1. High Rate of Invalid Wasm (Binary Mutation Failure)

Initial binary mutation produced mostly malformed
modules

Result:
Extremely high validation_error rates
Very low meaningful execution coverage

Root Cause:
Random byte mutations break Wasm structure

👉 Solution:
Switched to WAT-level mutation
Preserved syntax → improved execution success

2. Runtime Invocation Inconsistencies

Different runtimes require different execution
models:

Missing _start function
Exported functions require explicit invocation

Example:
Wasmer fails without --invoke
Wasmtime silently succeeds

👉 Solution:
Built invocation handling logic
Standardized execution across runtimes



Real Challenges Faced

3. Output Inconsistency Across Runtimes

Same program produced:
Different stdout formats
Or no output at all

Example:
One runtime prints return value
Another returns silently

👉 Solution:
Designed stdout normalization layer
Introduced:

equivalent_stdout() logic

4. False Positives in Differential Testing

Initial mismatches caused by:
Logging differences
Formatting inconsistencies

Not actual behavioral differences

👉 Solution:
Built signature-based comparison system
Compared:

status (ok/trap/validation_error)
normalized outputs

5. Low Mismatch Discovery (Reality Check)

Despite large corpus:
0 real mismatches initially found

Challenge:
Hard to discover real bugs in modern
runtimes

👉 Solution:
Introduced:

Synthetic mismatch case (NaN
canonicalization)
Known bug replay strategy











After running our campaign, these were the main observations from
the generated results:

We executed 100+ comparable tests across Wasmtime and
Wasmer, producing 200+ execution records.
A large portion of failures were validation errors, showing that
input validity was the main bottleneck.
After applying our normalization layer, we found no natural
semantic mismatches across the main corpus.
This suggests that the two runtimes behaved consistently for the
tested inputs.
To verify that our framework can still catch real divergences, we
then introduced a synthetic mismatch case, which was
successfully detected in the next step.

Key Observations from Actual Results



Runtime Behavior Analysis
What our framework actually observed



Why a third runtime:
V8 is the most-deployed wasm engine in the
world (every browser)
Two runtimes can disagree, but you can't tell
who's wrong
Three runtimes enable majority voting as a
debugging signal

Cross-Engine Coverage with Headless Chrome



How it works:
1.Launch headless Chromium with Playwright

2.Inject a JS harness: WebAssembly.compile → instantiate →
call export → capture result/exception

3.Wrap output as RunRecord — identical schema to
wasmtime/wasmer, drops cleanly into the existing
comparison logic

Cross-Engine Coverage with Headless Chrome





Minimizer

Binary blob is useless as a bug report
Need the smallest bytes that still trigger the same mismatch

cuts quarter of the file), then halve chunk size each pass until single-byte precision



1. Single source of truth for runtime invocation
The minimizer imports run_wasmtime / run_wasmer / run_chrome_record directly from the
runner module
Detection and reduction always agree on what counts as a mismatch — no risk of drift
between two implementations

2. Shape-preserving reduction
A naive "still has a mismatch" check would let the minimizer drift to a different bug as bytes
are removed
Required invariant: the set of normalized signatures across runtimes must stay identical at
every step
Guarantees the minimal output reproduces the same disagreement, not just some
disagreement

3. Per-iteration manifest injection
The reduced wasm lives at a temp path → not in the original manifest, so the runner wouldn't
know which export to call
Each iteration constructs a temp manifest mapping the temp path to the original's export +
args
Lets the reduction loop reuse the production invocation path without special cases

What Made This Robust



Demo: Detection → Reduction → Reproduction



System Impact & Future Work

System Impact
Built an end-to-end differential testing framework

Enabled cross-runtime validation (Wasmtime,

Wasmer, Chrome V8)

Designed a modular and extensible architecture

Achieved structured and reproducible testing

pipeline

Successfully detected runtime divergence (synthetic

validation case)

Future Work
Add more runtimes (WasmEdge, V8 standalone, Wasm3)

Integrate coverage-guided fuzzing (AFL / libFuzzer style)

Expand real-world bug replay corpus

Automate test generation at scale (10K+ programs)

Build better dashboard / visualization UI for

results

From a testing framework → to a scalable WebAssembly
reliability platform.



What We Learned Through This Project
Raw runtime outputs cannot be compared directly.

Normalization was essential to distinguish real semantic mismatches from superficial reporting differences.

Input quality matters more than input quantity.
Running thousands of tests is not useful if most inputs are invalid and fail during validation.

Structure-aware mutation is far more effective than naive binary mutation.
WAT-level mutation gave us more valid and meaningful executable test cases.

Differential testing needs careful harness design.
Entry-point handling, invocation consistency, and output capture strongly affect correctness of comparison.

No mismatch does not mean no value.
Even when natural mismatches were not found, the framework still revealed important insights about runtime consistency and corpus
quality.

Validation through a synthetic mismatch was important.
It confirmed that the framework can detect real divergences when they actually occur.
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